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LISTING OF CLAIMS 

This listing of claims will replace all prior versions, and listings, of claims in the 
application: 

1 . (Currently amended) A method of manufacturing devices that generate digital 
signatures such that each device may be reliably and uniquely identified, the devices being 
manufactured within a secure environment, comprising the steps of: 

(a) creating a public-private key pair within the secure environment, the private key 
for utilization in generating a digital signature for an electronic message, the public key 
exportable for use by third parties in connection with authenticating die electronic message : 

(b) storing the private key within the device against the possibility of divulgement 
thereof by the device; and 

(c) securely Unking the public key with other information by storing the public key in 
association with the other information in a database within the secure environment. 

2. (Original) The method of claim 1, wherein each private-public key pair is created 
within each device based on a random number produced by a random number generator disposed 
within each device. 

3. (Original) The method of claim 2 7 wherein each digital signature generated by 
each device is a random number, 

4. (Currently amended) The method of claim I S 7 wherein the other information 
comprises respective security features and a manufacturing history of each device. 
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5. (Currently amended) The method of claim \ 3 S further comprising the step of 
identifying a particular manufactured device by authenticating a message using one of a plurality 
of public keys in the database within the secure environment on e of said linkcd - publio koyq . a 
digital signature for the message having been generated by the particular manufactured device. 

6. (Withdra\vn)(Cancelled) A - mcthod - of - maint a ming a Central K e y Authority 
( €KA) database, the CKA databas e compri s ing FuK - linkod aocount information of us e rs, th e 
PuK link e d account information maintain e d in di e databas e for each us e r including: 
£a) a public key of a user device - that - gonorate s- di ^ ta j-^ g tt amr e s, 

(b) information s e cur e ly link e d with th e public key ofctho dovioo during 

manufacturing of th e d e vic e in a s e cur e e nvironm e nt, and 

(c) third - party account id e ntifi e rs e ach of which id e ntifies to a third party a n - a e oeunt 

of the us e r that is maintain e d with th e third party and that has been associated - wkh tho UQor'o 
public k e y by th e third party, 

7. (Withdrawn)(Cancelled) Th e m e thod of claim 6, wherein tho information linkod 
with th e- public koy comprises soourity foaturos and a -- manufaoruring history of th e d e vice. 

8. (Withdrawn)(Cancelled) The method - ofoajaim 6, whor e in th e public k e y and 
information linked therewith is obtoinod from a Secur e " Entity, 

9. (Withdrawn)(Cancelled) The method of - oloim 6, whoroin th e PuK link e d 
acoount information - maintainod in tho CKA -€ toaka se- for e ach us e r furth e r includes tho idontity 
of each third - party with which an account is maintained that is idontifiod - by on e of th e third - 
party account id e ntifi e rs. 

10. (Withdrawn)(Cancelled) The method of olaim 6, whor e in th e PuK - linked 
account information of th e us e rs is indexed in the CKA database by uniquo CKA account 
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id e ntifi e rs auoh that tho - PuK - linlced account information for a user is rctrievable - from 4hc - € feA 
d a t aba s e basod - on the account id e ntifier. 

11. (Withdrawn)(CanceIled) Tho method of claim 10, wherein the publiokoy - is 4 he 
unique account identifi e r. 

12. (Withdrawn)(Cancelled) Tho mothod of olaim 6, whoroin th e PuK lin e d account 
informatioa - maintainod in the CKA databas e for each user further includes uscr - speoifiG 
information, and furth e r CKA database for e ach us e r furth e r includ e s user - specific 4nfonnatie a; 
and furthof - eomprising the stop of verifying the user - specific information; 

13. (Withdrawn)(Cancelled) The m e thod of claim - 12^ wherein - eae - hHa s e f- a eeettet 
fafthor - ine j udes a record of tho techniqu e s that w e r e e mployed in verifying tho usor -s pooifio 
informatie ffc: 

14. (Withdrawn)(Cancelled) Th e m e thod of claim 12, wherein th e us e r - speoifio 
information inoludos tho namonand - addres s^ of^hQ ^ ise gT 

15. (Withdrawn)(Cancelled) The method of - oloim 12, whoroin tho user specific 
infermat j ^fl 4 fleludcs - tho - ago and gender of the user. 

16. (Withdrawn)(Cancelled) T ho mothod of olaim 6, further comprising e stablishing 
an account on behalf of a us e r with a third - party by communicating tho public lcoy of th e user 
and information linked with th e public k e y from the CKA databaso-to - tho third party. 

17. (Withdrawn)(Cancelled) Th e method of claim 16 7 wh e rein tho public key of tho 
asor-and information linked - with tho public lcoy is communicated upon tho request of th e third - 
party to which it is communicat e d. 
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18. (Withdxawn)(Cancelled) Th e method of claim 6rfufther comprising updating 
ft* K linked accounts of a user maintained with at loas t- two ind e pondont third - partios with - a - new 
public key of th e us e r, comprising th e steps of: 

(a} re ooiving on EC, tho EC including ono of the CKA account identifiors ^ aad 

a mossago inoluding tho now public lcoy and a digital - signatur e th e r e for, 

(b} aathcfltieating4hc - mos s agQ of tho EC using th e public k e y assooiatod - with 

tho aooount in tho CKA - dQtQbase - idont - ificd - by - t - hQ H GKA account identifier, and upon sucoegsful - 
ft ttt h efltieation - tiioroof; 

(e) sending an EC to e ach of the third - partie s , caoh - E€ 4 noluding tho now 

public lcoy and tho third-party - aooount identifier - for - th e- r e sp e ctiv e third party maintained in tho 
CKA - databaso and associated with the account identified by tho CKA a o oount identifier. 

19. (Withdrawn)(Cancelled) Th e m e thod of claim I S , further comprising digitally 
signing th e n e w publio key of the user andthird party account identifier, 

20. (Withdrawn)(Cancelled) The method of claim 18, further comprising sending the 
£€ - roeeivod - from th e user to each of the third - parties. 

2L (New) The method of claim 1 ? wherein the public key and information linked 
therewith is obtained from a Secure Entity. 

22. (New) The method of claim 1 , wherein the PuK- linked information stored in the 
database includes the identity of a plurality of third-parties with which an account is maintained, 
the accounts being identified by one of a plurality of third-party account identifiers. 
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23. (New) The method of claim 22, wherein the PuK-linked account information of 
the users is indexed in the database by unique account identifiers such that the PuK-linked 
account information for a user is retrievable from the database based on the account identifier. 

24. (New) The method of claim 22, wherein the public key is the unique account 
identifier. 

25. (New) The method of claim 1 , wherein the PuK-linked information maintained in 
the database for each user farther includes user-specific information.. 

26. (New) The method of claim 12, wherein the user-specific information includes 
the name and address of the user. 

27. (New) The method of claim 6, further comprising the step of establishing an 
account on behalf of a user of a device with a third-party by communicating the public key of the 
device and the other information linked with the public key from the database to the third-party. 

28. (New) The method of claim 27, wherein the public key of the device and the 
other information linked with the public key is communicated to a third party upon the request of 
the third-party. 

29. (New) The method of claim 1, further comprising the step of updating the PuK- 
linked accounts of a user maintained with at least two independent third-parties with a new 
public key of the user, comprising the steps of: 

(a) receiving an EC, the EC including an account identifier and a message 
including the new public key and a digital signature therefor, 
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(b) authenticating the message of the EC using the public key associated with 
the account in the database identified by the account identifier, and upon successful 
authentication thereof, 

(c) sending an EC to each of the third-parties, each EC including the new 
public key and the third-party account identifier for the respective third-party maintained in the 
database and associated with the account identified by the account identifier. 

30. (New) The method of claim 29, further comprising the step of digitally signing a 
message involving the new public key of the user and a third-party account identifier. 

3 1 , (New) The method of claim 29, further comprising the step of sending the EC 
received from the user to each of the third-parties. 
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